FEDERAL TRADE COMMISSION

July 11-12, 2007

PA M

THE NEXT GENERATION OF THREATS AND SOLUTIONS




Uncovering the Malware Economy

Moderator:

Sheryl L. Drexler, Investigator,
Division of Marketing Practices, FTC

 What are the financial incentives for malicious
spammers? What is the cost along the email chain to

consumers, businesses, Internet service providers,
and networks?
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Uncovering the Malware Economy
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Malware, Mayhem & Money The Rise
of the Malware Economy

Andrew Klein
Senior Product Marketing Manager
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Tools of the Trade — Botnets

A collection of compromised computers that are run under a
common control structure

= Functions

= Spam, phishing, pharming, distributing adware or malware, DHA, DOS
attacks, and temporarily storing illegal, malicious or stolen files.

= Create your own
= Mr. X (Dutch Spammer) — 600 to 700 machines, 9B spam emails

= Rent one out for $300 to $700 per hour
= Jeanson James Ancheta (19) — $60,000 in 6 months
= Christopher Maxwell (19) — $100,000 in one year

= How many
= 70 Million compromised machines (Trend Micro)
= 100 to 150 Million compromised machines (Vint Cerf)
= Over 10,000 botnets become active each day (Symantec)
= 8 to 9 million compromised machines become active each month (Trend Micro)
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Tools of the Trade - Domains

= citibank-validate.info

= earthlink-reactivation.net Hall of Fame
= services-bankofamerica.com
= sales-aol.net

» secure-ebay.com

" msn-reactivation.net

= secure-usbank.info

= service-visa.net

= verification-e-gold.com

* rewardprogramsurvey.us

= customer-verification.com

* banking-account-renewal.com

Phishers SSL Certificate
>> citibanhk.de <<

Duplicated Reqistrar Info
>> credltlyonaisse.com <<

Reqistering a Cyrillic “a”
>> paypal.com <<
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Tools of the Trade - Hacks

Hacked bank server hosts phishing sites Direct

Criminals hack a Chinese bank's server and use it to host phishing sites.

By Jeremy Kirk, IDG News Service, 03/13/06

Criminals appear to have hacked a Chinese bank's server and are 1
from customers of eBay and a major U_S. bank . according to Inte:

LRI | L L . P | i1 .

Press Release

Goldleaf Technologies Responds to Phishing Attempt

It may bzmilﬁm Sghm;e ﬂlaatﬂusss one ba];ﬂ‘t;f héffm‘;me to €% BRENTWOOD, Tenn., May 27, 2006 (BUSINESS WIRE) — Goldleaf Technologies, a unit of Goldleaf
e e Financial Solutions, Inc. (NASDAQ:GFSI) and a leading provider of Web-based ACH and check

coftversion solutions, announced today that it has identified and responded to attempts to redirect users

1%. user of N eltcrafﬂ s freel phJsthng toolbar reportecll Teceiving a susp: ¢ po g dant Wab sites.
sites located in hidden directories on a serssver with IP addresses t

Construction Bank, a state-owned bank with more than 14,000 br

One of the phishing sites offered customers of Chase Bank, part of
filling out a survey. The survey asked for the user's ID and passwor
requested the person's bank card number, PIN, card verification m

Security number, Netcrafl

Hosted

On Thursday, May 25, Goldleaf Technologies' IT staff identified an attempt to redirect its clients”
customers to a phishing website to entice them to enter their personal financial information. To ensure the
security of the network, the company temporarily suspended all Intermnet access to Goldleaf Technologies’
Web site services.

Florida banks hacked in new spoofing attack d comected the problem. We

ldition to contacting our

. nd law enforcement authorities.
Hackers use legitmate Web sites for phishing attacks on three Florida banks, making it harder

for even savvy users to detect the scam.

By Robert McMillan, IDG News Service, 03/30/06 Service

Three Florida banks have had their Web sites compromised by hackers in an attack that security experts are calling the
first of its type.

Earlier this month, attackers were able to hack servers run by the ISP that hosted the three banks' Web sites. They then
redirected traffic from the legitimate Web sites to a bogus server, designed to resemble the banking sites, according to
Bob Breeden, special agent supervisor with the Florida Department of Law Enforcement's Computer Crime Center.

Users were then asked to enter credit card numbers, PINs and other types of sensitive information, he said.

SONICWALL



Making money with Tools

Spyware kits for sale - £10 or

A Russian website has appeared on the internet selling spyware kits for ten pounds.

The spyware kit, called WebAttacker, i= currently available for approximately £10 ($17). The website, which
refer5 to its creators only as Eparware and gdus engths of its software and makes

Included in the kits are scripts designed to simpli gmputers. The buyer only needs to send spam
to email addresses inviting recipients to visit a compromised website.

China detains 6 over '‘panda’ virus

BEIJNMNG, China (Reuters) — China has detained six men in their 20s for writing ar profiting from a computer virus dubbed the “joss-stick burning panda™ which
has infected over a million PCs in the country, local media said on Wednesday.

The worm wreaked havoc among individual and corporate users in China in a late 2006 outbreak, deleting files, damaging programs and attacking web portals.
It got its name from changing icons on deskiops into cute cartoon pandas, the most famous of which holds three burning joss-sticks in his paws.

Chinese media have said that the worm was able to steal account names of online gamers and instant messengers, which are hotly traded with real money in
China's cyberspace.

Police held Li Jun, 25 a native of Wuhan city in central China, who wrote the virus in October and h@e than 100,000 yuan ($12,890) by selling it to
about 120 people, the Beijing Mews said.

The other five, from three different provinces, were detained for updating and spreading the virus or far profiting from the stolen account names, the Beijing
Mews said.

"It is the first time our country has cracked a major computer virus case,” it added.
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Tools 2.0

Quality, quantity of phishing kits on the rise
By Munir Kotadia Mon Oct 16 12:20:10 PDT 2006

The marketplace for phishing toolkits, which can allow technophobe criminals to qui
spoofed versions of banking Web sites, is booming, with kits changing hands for a$

little as $30.
Although phishing kits are nothing new, in the past year their quantity and quality have increased drarmatically, according to
Dan Hubbard, vice president of security research for Websense and a representative of the Anti-Phishing Working Group.

Phishing kits "have been around for years, but the volume is one of the big changes," Hubbard said. "The kits available are
better designed.”

In particular, Hubbard noted that the kits were vaunting their immunity to common defensive technigues. These include
detection by signature-based defensive programs, which look for the signature, or the "fingerprint," of known malicious
software. Another is heuristics, which use pattern recognition to identify threats.

Phishing Toolkit being Sold Online
Techtree News Staff Jan 15 2007

RSA, the security division of EMC, has announced that its Anti-Fraud Command Centre (AFCC) has
uncovered a new phishing toolkit being sold and used online by fraudsters.

The company said that this new phishing kit, dubbed as 'Universal Man-in-the-Middle Phishing Kit', is
designed to facilitate new and sophisticated attacks against global organizations in which victims
communicate with a legitimate Web site via a fraudulent URL set by the fraudster. This allows the fraudster
to capture victims' personal information in real-time.

In a statement, M sab s unigue about this kit 15 that it changes the
, 2nd can be used to mount attacks against
multiple targets, su : ar'l'gf code changes or technical expertise. A
hacker could employ It agamst dozens of targets.
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RSA

IHESEtlrty Division of EMC

Phishing & Crimeware on the Upswing
Latest Trends and Perspective




Consumer Confidence Remains Shaky

‘Are you less likely to respond to an email from
your bank becat ‘the phishing phenomenon?

Are you less likely to sign up or continue 1o use your bank’s online services because of the
phishing phenomenon?

Mewember 2004 November 2005 December 2006

Mat at all lass likely 51% 61% A45%

Somewhat less likehy 3% 32% 35%

- Somewhat less Hikel
39% d

Very much less likely 17% T% 17%

Very much less likely

0 10 20 30 40 50

RSA|
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While Phishing Continues to Grow

Number of Brands Attacked per Month

250~
205 202/
200- 195]
) 165
157 162} 456 Bal
annual
1004 %2 increase
50+
0|
Apr06 May June Jul Aug Sep Oct Nov Dec Jan07 Feb Mar Apr
Source: RSA Anti-Fraud Command Center repository RSAI
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Some of the (Unfortunate) Latest Trends

»More institutions than ever being targeted by phishing
" More FCUs and Regional banks coming under fire
" More sophisticated attacks

* Multi-redirectors with SSL certificates

* Significantly greater use of phishing-based Man-In-The-
Middle attacks

®* Tandem phishing and Distributed Denial of Service (DDoS)
attacks

® Spear phishing continue to grow
»More brazen fraudsters

»While the use of crimeware/Trojans Is growing. . . Iy

The Secwrity Division of EMC



While Crimeware is Taking Off

» Growing at an “unhealthy” clip

Of the hundreds of thousands of pieces
of malicious code in existence
worldwide, roughly half of new variants
in 2006 were Trojans. . .

Recent RSA analysis of a single
Gozi/BankSniff variant showed 30,000
infected users in a single month

» Some of the crimeware families

Torpig

Gozi/BankSniff

Haxdoor

Trj/Briz.A (made-to-order)
Metafisher

Not to mention “Super Trojans’. . .

NUMEBER OF INCIDENTS PER MONTH

6000

- B Crimeware

4000 B Viruses

3000

2000

1000

2 2 82588 232 22z 28 8 28 g8 8 &
o R m = @ O e o = @ 3 & e o = - N
mmmmmmmmm i
5 £ 5 8 2 §f 582355 5482 3=
Source: The Kaspersky Internet Security Lab
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Crimeware and Consumers — Cause for Concern

RSA Consumer Stuay, 12/06

»“How concerned have you been about other types of
attacks, such as trojans and keyloggers over the past
siXx months?”

. . . 44% of respondents already “increasingly concerned’

» Expected to increase markedly over coming 6-12 months

According to a recent survey by the National Cybersecurity Alliance, over
90 percent of consumers have some type of spyware on their computers

RS/

The Secwrity Division of EMC



“Super Trojans”?

The Tools Are Becoming More Capable, Available — And Affordable!

¥ Silo Super Trojan 1.2

Socket Motifications Create
Clients

Remate [P

‘Fil_ ronet-Het-romne]

RS7]
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Trojan Promotion in the Underground. . .

SE-CODE - The E-gold Session-Hijacking Trojan

RS

The Secwrity Division of EMC



Sample Financial Trojan (“Limbo”) In Action

» HTML-injection Trojan, targeting additional credentials

) F:\Documents and Settings\idministrator\Desktop\Limbo E]E

File Edit Miew Favorites Tools  Help

\_,,):' Back, \_/] lﬁ /_\J Search i Folders = | x n v

Address ||.f} F:\Documents and Settingst AdministratorDeskkopiLimbo [V] E
Mame Size | Twpe Drate Modified
[loownloader.exe S1KE Application 4/15/2007 7:07 PM

AN

Downloader (Limbo v1.5)
Browser Helper Object [BHO]

Crimeware

RSA|
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Sample Financial Trojan (“Limbo”) In Action

3 Barclays Online Banking - Log-in Step 1 of 2 - Microsoft Internet Explorer E]E

File Edit “iew Favorites Tools  Help

W — il x
eBack > \i'-l @ _l\J pi ! Search ‘i‘\?—’ Favarites @;’ <]~ g =

Address |i§| htkps:)fibank.barclays. co.ukfolbfw/LoginMermber . do [V] G0 Links 7 80Snaglt

Simply follow the

cteps 1-2 Log-in Step 1 of 2

Your Details .
Important: change to log-in

Mermbership numbers now start with 2020 as well as 2010, You
rust now enter the last 10 digits when logaging in if you've not
® saved your details in step 1 {updated 22 Mavy Z007),

2 | Security Check

Your Details

LY

Please enter your membership details below m

Surname

*p @ _-}‘;I = [ ff' Clear <§ Clear Cache™ ¢ Clear Cookie™ | S Filter~ i &

Headers | Content | Cookies | Cache | Guemy String| Post Data |Stream Statuz Code Definition

timeT ype:[Mon-Post method] Size:

1 No post data




Sample Financial Trojan (“Limbo”) In Action

3 Barclays Online Banking - Log-in Step 1 of 2 - Microsoft Internet Explorer E]E

File Edit “iew Favorites Tools  Help

eBack - \_/'l \ﬂ @ _;\] /_\J Search “S:‘\'(’ Favorites E‘E €] - :F — ﬁ

Address |i§| htkps:)fibank.barclays. co.ukfolbfw/LoginMermber . do [V] G0 Links 7 80Snaglt
2 | Security Check R

o)

Mermbership numbers now start with 2020 as well as 2010, You
rust now enter the last 10 digits when logaging in if you've not
saved your details in step 1 {update ay .

® d details in step 1 (updated 22 May 2007)

Your Details

Please enter your membership details below m 2
Surname [ %

Mermbership number 20

Forgotten your log-in details?

Save time - remember your membership details m ?

Select this box and then the green 'next’ button to
save your membership number and surname on this
computer,

x IT " ] | 3 QH@| i Clear & ClearCache™ ¢? Clear Cookie™ | 7 Filter~ | i &

Headers | Content | Cookies | Cache | Guemy String| Post Data |Stream | Statuz Code Definitiu:un|

timeT ype:[Mon-Post method] Size:

1 No post data




Sample Financial Trojan (“Limbo”) In Action

2 | Security Check
Mermbership numbers now start with 2020 as well as 2010, You
rust now enter the last 10 digits when logaging in if you've not
saved your details in step 1 {update ay .

® d details in step 1 (updated 22 May 2007)

Your Details

Please enter your membership details below m 2
Surname Alex
Mermbership number 20

Forgotten vour log-in details?

Save time - remember your &mhership details m 2

Select this box and then the green 'next’ button to
save your membership number and surname on this
computer,

x IT ] | _'@ QH@| gf’ Clear <§ Clear Cache™ ¢ Clear Cookie™ | =7 Filter~ | i &

Headers | Content | Cookies | Cache | Guemy String| Post Data |Stream | Statuz Code Definitiu:un|

timeT ype:[Mon-Post method] Size:

1 No post data

Our machine is still clean -

everything is as it should be.

[( ] 1|

| IEHTTF Analvzer




Sample Financial Trojan (“Limbo”) In Action

Address ||.f} F:\Documnents and SettingsadministratoriDeskbopiLimbo M E
Mame Size | Twpe Drate Modified
Moowrloader . exe S1KE  Application 4/15/2007 7:07 PM

X .

Now, let’'s execute the file,
infecting our machine.




Sample Financial Trojan (“Limbo”) In Action

Address |i§| htkps:)fibank.barclays. co.ukfolbfw/LoginMermber . do [V] G0 Links 7 80Snaglt
| W -aved your details in step 1 (updated 22 May 20077, |

Your Details

Please enter your membership details below m ?
p

Surname [

Immediately, we see | Membershie number 20]

new fields inside the | #m tumber

genuine website, with | amein
the genL"ne URL' Forgotten vour log-in details?

Save time - remember your membership details m 2

Select this box and then the green 'next’ button to
save your membership number and surname on this
computer,

*p @ _EI = [ ff' Clear <§ Clear Cache™ ¢ Clear Cookie™ | S Filter~ i &

Headers | Content | Cookies | Cache | Guemy String| Post Data |Stream Statuz Code Definition

timeT ype:[Mon-Post method] Size:

1 No post data

ITTP Analyzer



Sample Financial Trojan (“Limbo”) In Action

Address |i§| htkps: ) fibank.barclays.co.ukfolbfw/LoginMermber . do [V] o Lnks * 80Snaglt
| W -aved your details in step 1 (updated 22 May 20077, |

Your Details

Please enter your membership details below m ?
Surname Alex
Mermbership number 20 1123456789
ATM Mumber 4444 3533322221111
4 1234
And our details are then sent
to both the fraudster and to |~
the bank -- we would |Dg in emember your membership details Hep |
successfully bariin Tebar e Surmara o fhis

*p @ | HE ||E| i Clear # ClearCac ¢# Clear Caokie™ | S Filter~ | i &
Headers | Content | Cookies | Cache | Quem String | Post Data| Stream | Statuz Code Definition
0 bytes zent to 0 bytes received by

156 Barclays Online Banking - Log-in 3tep 1 of 2 [A] 1
157 action=Submit+Membership+Nunber

155 servlet=startlogin

159 screenMName=logonMemberli

160 surname=Ailex

161 memhershipND=12345678§g

162 surname=4444333322221131

163 surname=1234 =

164 Next.x=57

1A5 Next..u=17 [V]

ITTP Analyzer



Sample Financial Trojan (“Limbo”) In Action

P — |ﬁ FiiDa 3 helper.xaml - Hotepad |-_||E| E

File Edit Format Wiew Help

Mame
title=surname maxLength=4 size=25 name=surnames</TD></TR> Eﬂ
<TR>
</injects
<tan url param="Tan" guan="1"=></Tan>
<tan url "1t Tans
<tan url ="TaN" quan=“l“><ﬁtan>
<tan url guan="1"»</Tanx>
<tan url erling” guan="1"»</tan>
<tan url TAN" quan=“1“><ﬁtan>
<tan url guan="1"»</Tanx>
<tan url guan="1"»</Tanx
<tan url 1"=</Tans=
<tan url Lan="1"=</Tan:
<tan url 0" guan="1"=<s tan>
<tan url "1t Tans
<tan url ="1"></tan>
<tan url ‘s STans
<tan url ="1"=</tan>

<tan url

guan="1"»</Tan>
<tan ur]

in="1"=</tan>

<tan url 1" =< tans

<tan url quan="1"=<stan:

<tan url quan="1"=<stan:

<tan url "so Tans

<tan url quan="1"=<stan:

<tan url ="1"=</ tan> -
<tan url WY guan="1"=< tan> 1
<tan url in="1"=<//tan=

<tan url quan="1"=<stan:

Trojan configuration file
containing special actions
for different target entities




Sample Financial Trojan (“Limbo”) In Action

Ailiess |ﬁ FiiDa ) helper.xml - Motepad

Mame

File Edit Format Wiew Help

url="Barclays"
before="name=member=shipno>"

what =" Bank-specific modifications

<TR>

<TOD=ATM Humber </ TD:=
<TD align=right height=30><INPUT class=formFont
title=surname maxLength=16 =size=25 name=surnames< TD></TR>

<TR>
<TR>
<TOD=ATM Pin</TD:>
<TD align=right height=30><INPUT class=formFont
tif1e=5urname maxLength=4 size=25 name=surnames>< TD>< TR>
<TR>
</injects
<tan url=" param="Tan" guan="1"»</tan>
<tan url=' 1" =< tans
<tan url=' "TAN" quan=“1“><ﬁtan>
<tan url=' -~ quan="1"=</ Tanx
<tan url=' ar1ing” guan="1"></tan>
<tan url=' AN quan=“1“><ﬁtan>
<tan url=' quan="1"=</stan:>
<tan url=' quan="1"=</stan:=
<tan url=' ez Tan
<tan url=' an="1"=</tanx
<tan url=' " guan="1"=< tan>
<tan url=' 1" =< tans
<tan url=' ="1"=</tan>
<tan url=' ‘s STan
<tan url=' ="1"=</tan>
<tan url=' guan="1"></Tan>
<tan url=' in="1"=</tanx>




Billpay’s Growing Appeal for Cashout
Path of Lesser Resistance

Conversation  Edk Yiew  Acdicrs MHelp

adca. Ty @ €9 €
ﬂh} wal Plug-ins féekeam Gamas hﬂﬁ.‘l.ﬂ!ﬁ hotos ':n'n_';r'.a-n-:r-
= Bipay Carfowtar
g — » Second-most common cashout method for
Billpay Cashouker; !'|I- . . .
s compromised OLB accounts (wire transfer is #1)
i etz = Growing in popularity due to increasing
i bl safeguards on wire transfers
Billpay Cashouter: alright.. should | paste? . . .
yos » Fraudsters obtain compromised accounts with
Billpay Cashouter: .
Al name and billpay enable_d — add new payee or change
address details address of existing payee
have been
censored. . . » Just as there are fraudsters who supply drops or

mule accounts, there are those who supply drop
addresses for billpay checks

RS
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What Should We Do?

» Proactively detect, analyze, block and shut down
phishing and crimeware/Trojan attacks

» Reduce fraudsters’ interest in your customers’
credentials:

" Implement stronger authentication

" Deploy fraud detection mechanisms on the web and
phone channels

" Establish multiple “integrated layers” of defense

»Tap Into a cross-institution, international fraud network
that tracks global resources used by fraudsters RSA|

The Secwrity Division of EMC



Uncovering the Malware Economy

 Gregory Crabb, United States Postal
Inspector, United States Postal Inspection Service

e« Jens W.L. Hinrichsen, Product Marketing
Manager, Consumer Solutions, RSA, The Security
Division of EMC

e Andrew J. Klein, Senior Product Marketing
Manager, SonicWALL, Inc.

e Heinan Landa, President and Founder,
Optimal Networks, Inc.
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Cybercrime
FTC SPAM Summit
July 11, 2007

Gregory Crabb

Cyber Crime, Program Manager

United States Postal Inspection Service
Global Investigations
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https://forum.zloy.org/showthread.php?t=20536

barracuda bot v2.0 - Zlo¥ TEaM ForuM - ICQ QIP &RQ - Windows Internet Explorer provided by Yahoo!
@ - @ https: f{Farum, zloy, orgjshowthread, phprt=20536 ~ | kfl Certificats Error || *4|| A

File Edit Wew Favorites Tools Help
: Goc ngf: Gl zloy barracuda bat v Go @ Q @ S] 77 blacked |2 ; Translate « | % - r] E{ zloy E barracuda EL bot | :,l Settings
: Links m Free online network utilities - traceroute, nslookup, automatic whois lookup, ping, finger @ | Home - NCFTA Team Sike @ | National Cyber-Forensics & Training Aliance (NCFTA) web Portal @ | Customize Links @& | Free Hotmail @& | Windows

L @ barracuda bot v2.0 - Zlo¥ TEaM ForuM - ICQ QIF BRO C - B - [Srpage -

OmBemums I

R 25.11.2006, 20:57

48190 757 Lbar‘r‘acudabotvz.u
HoEHY0K o

. . B cBA3HM ¢ HACTyNaIONIUMH NPa3IHUKAMH JeHCTBYeT
erHCTPALHA: 25.11.2006 - L
T 30% ckugka !

barracuda bot ve.0

ITpoKCH:

- http/hitps/socksq/sockss mpokcH.

- PAHIOMHEIE TIOPTEL.

- CMEHa MOPTOE KakJIbe 24 Haca (71100 [0 BameMy FCMOTPEHHID).

- pafioTa cepeepa 32 NAToM (Teleph Bl He Gy ZeTe TEDATE 3TH MalIHHEL, He backconnect, adco/TI0THO Npo3patHO
O7IA KIHEHTA).

JIoMOMHHTEMEHLIH O YHKIHOHAT:

- Cobupaer uu(Y u3 Protected Storage (mapormu k caiTaM,TapoiH K MOYTOBEIM AMMKAM,TPHEATHAA
HHbOPManHA).

- MHOY 06 yCTaHOBIeHHOM 11/

- Wande omepsl.

JIoTH OTCEITIANTCA B 3AIQPOBAHEOM H CEATOM BHIE.

Tarze

- CKHITHE B CHCTeMe ((afinl, mpomeccsr).

- 0007 daepeonos (BKMH9anA Outpost 3.X 4.X).

- 0CHOBHAA CHCTeMa VIIpaETeHHA foTaMH Jepes 2ed, 3amacHan CHCTeMa yrpaseHEA depes IRC (8 cayuae
TaJieHHA BANKHX CEPEEPOR TPONMMCAHHLIX B 60Te BRI CMOXKeTe 00HOBHTE KOHGMT Bammix 6oToe depes IRC, KoMaHIsl
TI€PeJAKTCA B 3AMHGPOEAHHOM BHIE).

- BO3MOXHOCTE 00HOETeHHA foTa.

- BO3MOXHOCTE 3aKa9YKH H 3allyCKa MPorpaMM (60T OTCTIEXHBART 3arpyxaeMeie Gaitikl H I0ETOPHO 0AMHAKDREIR
He TPY3HT).

AQMHH DaHeNk.

VaoebHaA aqMHHE MAHETk 714 paboTsl ¢ MPOKCH, 3arpy3KaMH H 00HOBTIeHHeM 60ToB.

- BuG0pKa IPOKCH II0 CTPAHAM, THITY HOKTEHEHIA, ANTaiM § IPOKCH, IPOTOKOM Y, TO/TBKO OHTAH HITH ECe.

- DKCTIOPT BEIGPAHHLIX IPOKCH B aPXHE [I71A 3aKaKH, HIIH BHIBO/, B OPOY3ep B TEKCTOBOM BHIe dopmMara ip&ort.
- COPTHpPOEKA TI0 CTOMOLAM.

- HacTpoitia mpHeMa JI0TeB - 3amick B hafifikl Ha X0cTe, TH060 0TCEUTKA Ha M0YTOBLIH AMHE.

- GeolP 6a3a ¢ IOCTOAHHEIM H OECTUTATHEIM 00HORTTEHHEM.

Brfieo padoTel anMHHKH:
rapidshare.com/files/2873570/barracuda.rar.html

Kamslit Omnz ofpadaTeiBaeTca NoTHMOP@HLIM KPHITTOPOM (CIIATHBIIHECA GHNIZ 0ZHOTe H3 I0IE30BaTeNel He
TIOBTIMALT Ha OCTATBHEIE OHMIILL).




Your WebMoney Purchase...
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ff Add DDOS - Windows Internet Explorer
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Smash And His Trojan

v+ Complete Spyware Packages From Smash

The Founder

Tech Admin

Group: Admin

Posts: 487

Marmber Mo.: 1
Joined: 29-Cctober 04

o Mow 19 2004, 01:09 AM

Ye'd like to offer 2 perfect way to increase your income without problems and loosing much time @

our team is specialised in spyware development, We are coding all types of spyware, from remote administration tools with
GUI fo simple keyloggers, Cur main direction is to create effective and powerful spyware, Coding is not just hobby for us, its
out job and style of life.

In general we're against destructive payloads and the spreading of viruses, Coding spyware is not a crime, Our team is not
interested in massive infections, We are do not use our or any other spyware for illegal purposes, All our job is absolutely
legal and we are not installing our or any other spyware to someone's computer without notification,

Wia are nlad ta affer wn A few romnlete cnvweare narkanes Yo can nsa it far nenetratinn tact af wanir nwen hnme eoniter




A Motive to use Malware

AL-DAOUR, MUGHAL & TSOULI
are charged with:

« Conspiracy to murder

* |[ncitement to commit

acts of terrorism
outside the UK

* Possession of articles
for a terrorist purpose
« Conspiracy to defraud




A Motive to use Malware

cpicentt o MY

' S Vo
ny.
~ "
| e * .
efrau nN=
JF ¥




Uncovering the Malware Economy

 Gregory Crabb, United States Postal
Inspector, United States Postal Inspection Service

e« Jens W.L. Hinrichsen, Product Marketing
Manager, Consumer Solutions, RSA, The Security
Division of EMC

e Andrew J. Klein, Senior Product Marketing
Manager, SonicWALL, Inc.

e Heinan Landa, President and Founder,
Optimal Networks, Inc.

SUMMIT




Helnan Landa

* President and Founder, Optimal
Networks, Inc.

SUMMIT




Afternoon Break: 3:15 PM to 3:30 PM

SUMMIT




